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$5B
in the past 5 years

$20B
in the next 5 years







Navigating a shifting world

Attacks growing 

more sophisticated

Conventional security tools 

have not kept pace

Regulatory landscape 

becoming more complex



The cybercrime economy and services

WITH NO TECHNICAL 

KNOWLEDGE OF HOW TO 

CONDUCT A CYBERCRIME 

ATTACK, AN AMATEUR  

THREAT ACTOR CAN 

PURCHASE  A RANGE OF 

SERVICES TO CONDUCT 

THEIR ATTACKS WITH ONE 

CLICK.

Other Services
Continuous attacks supply 

chain innovations

Attacker for hire (per job)
$250 per job (and up)

Randsomeware kits)
$66 up front 

(or30% of the profit / affiliate money)

Compromised PCs/Devices
PCs: $0.13 to $0.89

Mobile: $0.87 to $2.78

Spearfishing for hire
$100 to $1.000

(per successful account takeover)

Stolen username 

and password pairs
$0.97 per 1,000 (average)

(Bulk: $150 for 400M)
Denial of Service
$311.88 per month



100M
password attacks took 
place globally everyday

in phishing attacks

+667%
increase 



Security Snapshot

Business Email Compromise  

attempts detected and investigated 

by Microsoft Threat Intelligence

Digital Crimes Unit (DCU) 

from April ‘22 to April ’23

Cyber signals report – May 23:

Blogpost: 

https://aka.ms/CyberSignals4SecurityP

ost

Insider article: 

https://aka.ms/CyberSignals-4

https://aka.ms/CyberSignals4SecurityPost
https://aka.ms/CyberSignals4SecurityPost
https://aka.ms/CyberSignals-4


Illuminating the threat landscape
and empowering a digital defense.

Aka.ms/MDDR

https://www.microsoft.com/en-us/security/business/microsoft-digital-defense-report-2022


About our nation state data

Nation State Threats



Coordinated Russian cyber and military operations in Ukraine

Kyiv

Zaporizhzhia

Odessa

Vinnytsia

Lviv

Dnipro

Cyber Kinetic

April 19
IRIDIUM launches destructive attack on 

Lviv-based logistics provider

April 29
IRIDIUM conducts reconnaissance against 

transportation sector network in Lviv

May 3
Russian missiles strike railway substations, 

disrupting transport service

March 4
STRONTIUM targets government 

network in Vinnytsia

March 6
Russian forces launch eight 

missiles at Vinnytsia airport3

March 16
Russian rockets strike TV tower in Vinnytsia

February 14
Odessa-based critical infrastructure 

compromised by likely Russian actors

April 3
Russian airstrikes hit fuel depots and 

processing plants around Odessa

February 28
Threat actor compromises a 

Kyiv-based media company

March 1
Missile strikes Kyiv TV tower

March 1
Kyiv-based media companies face 

destructive attacks and data exfiltration

March 11
Dnipro government agency 

targeted with destructive implant

March 11
First direct Russian strikes hit Dnipro 

government buildings, among others

March 2
Russian group moves laterally on network 

of Ukrainian nuclear power company

March 3
Russia’s military occupies Ukraine’s 

largest nuclear power station



Protecting

860K organizations

in 120 countries

Tracking

250+
unique nation-states, 

cybercriminals, and 

other threat actors

Analyzing

65T threat signals 

every day

Blocked

70B attacks 

last year



Microsoft Security 

helps you do 

more with less





Simplify 

vendor 

management 

1 

2

1 Savings based on publicly available estimated pricing for other vendor solutions and Web Direct/Base Price shown for Microsoft offerings  
2 Forrester Consulting, “The Total Economic Impact ™ Of Microsoft Azure Security Center,” June, 2021, commissioned by Microsoft



Reduce threats 

with AI and 

Automation 

60%

65%
less time to investigate threats

88%
less time responding to threats with 

Microsoft Sentinel, Microsoft 365 

Defender, and Microsoft Defender for 

Cloud1

$10.5 

2

96%
3

90%
4

1 The Total Economic Impact™ Of  SIEM and XDR”, August 2022, 
2 The Total Economic Impact™ Of 365 Defender”, April 2022, 
3 ™
4 Microsoft blog: Azure Sentinel uncovers the real threats hidden in billions of low fidelity signals, Feb 2020

https://www.microsoft.com/security/blog/2020/02/20/azure-sentinel-uncovers-real-threats-hidden-billions-low-fidelity-signals/


Improve 

Operational 

Efficiency

67%
1

73%
2 

75%

3

$479k

4

1 ™
2  ™
3  The Total Economic Impact™ Of Zero Trust Solutions From Microsoft”, 
4  ™



A leader in security, compliance, identity, & management

A Leader in six A Leader in eight A Leader in seven

Gartner does not endorse any vendor, product or service depicted in its research publications and does not advise technology users to select only those vendors with the highest ratings or other designation. Gartner research publications consist of the opinions of Gartner’s Research & Advisory 

organization and should not be construed as statements of fact. Gartner disclaims all warranties, expressed or implied, with respect to this research, including any warranties of merchantability or fitness for a particular purpose. The Gartner content described herein (the “Gartner Content”) 

represent(s) research opinion or viewpoints published, as part of a syndicated subscription service, by Gartner, Inc. ("Gartner"), and are not representations of fact. Gartner Content speaks as of its original publication date (and not as of the date of this [type of filing]), and the opinions expressed in 

the Gartner Content are subject to change without notice. GARTNER and MAGIC QUADRANT are registered trademark and service mark of Gartner, Inc. and/or its affiliates in the U.S. and internationally and are used herein with permission. All rights reserved

The Forrester Wave™ is copyrighted by Forrester Research, Inc. Forrester and Forrester Wave™ are trademarks of Forrester Research, Inc. The Forrester Wave™ is a graphical representation of Forrester’s call on a market and is plotted using a detailed spreadsheet with exposed scores, weightings, and 

comments. Forrester does not endorse any vendor, product, or service depicted in the Forrester Wave™. Information is based on best available resources. Opinions reflect judgment at the time and are subject to change.

IDC MarketScape: Worldwide Modern Endpoint Security for Enterprises 2021 Vendor Assessment, Doc #US48306021. November 2021

IDC MarketScape: Worldwide Modern Endpoint Security for Small and Midsize Businesses 2021 Vendor Assessment, Doc #48304721. November 2021

IDC MarketScape: Worldwide Advanced Authentication for Identity Security 2021 Vendor Assessment, Doc #US46178720, July 2021

IDC MarketScape: Worldwide eDiscovery Early Case Assessment Software 2022 Vendor Assessment, Doc #US48970222, October 2022

Gartner® Magic 

Quadrant™ reports
Forrester Wave™ categories IDC MarketScape reports

https://idcdocserv.com/US48306021
https://idcdocserv.com/US48304721
https://idcdocserv.com/US46178720e_Microsoft
https://idcdocserv.com/US48970222e_Microsoft


Cloud security Incident response

Nation-state threats
Microsoft and third-party 

product vulnerabilities
Fraud

Malware

Botnet attacks
IoT Security

Global intelligence
Cybersecurity policies

Hardware security

Firmware security

Offensive security

Phishing
Breach recovery Ransomware

Your enhanced security team 



Solutions to support your digital journey

Defend against 

threats with SIEM 

plus XDR

Secure 

multicloud

environments

Secure identities 

and access

Protect and 

govern sensitive 

data

Mitigate

compliance and 

privacy risk

Protection aligned to what’s ahead



Portfolio overview
Six product families integrating 

over 50 product categories 

Microsoft 
Defender

Microsoft
Sentinel

Microsoft 
Purview

Microsoft 
Intune

Microsoft
Entra

Microsoft

Security
Microsoft 
Priva

Microsoft Security 
Experts



https://aka.ms/MCRA

S3

Azure Active Directory

Azure Key Vault

Azure Backup

GitHub Advanced Security – Secure development and software supply chain

Defender for Cloud – Cross-Platform Cloud Security Posture Management (CSPM)

B2B B2C

Azure AD App Proxy
Beyond User VPN

Security Documentation

Microsoft Best Practices

Top 10
Benchmarks CAF WAF

Security & Other Services

Discover

Protect

ClassifyMonitor

Microsoft Sentinel – Cloud Native SIEM, SOAR, and UEBA for IT, OT, and IoT

Endpoint
& Server/VM

Office 365
Email and Apps

Cloud 
Azure, AWS, GCP, 
On Premises & 
other 3rd party 
clouds

Identity
Cloud & 

On-Premises

SaaS

Cloud Apps

Other Tools, 
Logs, & Data 
Sources

+ More

OT, IoT, SQL, 
and more

https://docs.microsoft.com/azure/purview/overview
https://aka.ms/MCRA
https://azure.microsoft.com/en-us/marketplace/
https://docs.microsoft.com/microsoft-365/compliance/information-protection?view=o365-worldwide
https://docs.microsoft.com/azure/information-protection/deploy-use/deploy-aip-scanner
https://docs.microsoft.com/en-us/information-protection/get-started/requirements-applications
https://blogs.technet.microsoft.com/enterprisemobility/2015/09/08/sealpath-brings-rms-protection-to-autocad/
https://docs.microsoft.com/azure/active-directory/
https://docs.microsoft.com/azure/azure-arc/
https://azure.microsoft.com/en-us/services/security-center/
https://docs.microsoft.com/azure/key-vault/key-vault-overview
https://docs.microsoft.com/azure/application-gateway/application-gateway-web-application-firewall-overview
https://docs.microsoft.com/azure/virtual-network/ddos-protection-overview
https://azure.microsoft.com/services/site-recovery/
https://docs.microsoft.com/azure/firewall/overview
https://docs.microsoft.com/microsoft-365/security/office-365-security/attack-simulator
https://docs.microsoft.com/microsoft-365/compliance/insider-risk-management
https://docs.microsoft.com/azure-sphere/product-overview/what-is-azure-sphere
https://aka.ms/STP
https://docs.microsoft.com/azure/private-link/
https://docs.microsoft.com/azure/active-directory/active-directory-conditional-access-azure-portal
https://aka.ms/GHSecurity
https://technet.microsoft.com/itpro/windows/keep-secure/windows-10-security-guide
https://technet.microsoft.com/itpro/windows/keep-secure/windows-10-security-guide
https://docs.microsoft.com/windows/security/threat-protection/microsoft-defender-atp/microsoft-threat-experts
https://aka.ms/DART
https://docs.microsoft.com/windows/security/threat-protection/windows-defender-atp/windows-defender-advanced-threat-protection
https://docs.microsoft.com/microsoft-365/compliance/endpoint-dlp-learn-about
https://docs.microsoft.com/windows/security/threat-protection/microsoft-defender-atp/web-protection-overview
https://docs.microsoft.com/windows/security/threat-protection/windows-defender-atp/windows-defender-advanced-threat-protection
https://docs.microsoft.com/windows/security/threat-protection/microsoft-defender-atp/next-gen-threat-and-vuln-mgt
https://docs.microsoft.com/azure/security-center/azure-defender
https://docs.microsoft.com/azure/security-center/azure-defender
https://docs.microsoft.com/microsoft-365/compliance/communication-compliance
https://docs.microsoft.com/azure/lighthouse/overview
https://docs.microsoft.com/azure/security-center/security-center-intro
https://azure.microsoft.com/blog/regulatory-compliance-dashboard-in-azure-security-center-now-available/
https://docs.microsoft.com/azure/security-center/secure-score-security-controls
https://docs.microsoft.com/en-us/azure/bastion/bastion-overview
https://docs.microsoft.com/microsoft-365/compliance/ediscovery
https://support.office.com/article/Manage-data-governance-in-Office-365-48064107-fed2-4db0-9e5c-aa5ddd5ccb09
https://docs.microsoft.com/azure/defender-for-iot/
http://www.microsoft.com/SDL
https://servicetrust.microsoft.com/
https://aka.ms/threatintelligence
https://docs.microsoft.com/defender-for-identity/what-is
https://docs.microsoft.com/azure/active-directory/active-directory-privileged-identity-management-configure
https://docs.microsoft.com/azure/active-directory/active-directory-identityprotection
https://docs.microsoft.com/azure/active-directory/active-directory-b2b-what-is-azure-ad-b2b
https://docs.microsoft.com/azure/active-directory-b2c/
https://docs.microsoft.com/azure/active-directory/active-directory-identityprotection
https://docs.microsoft.com/azure/active-directory/authentication/multi-factor-authentication
https://www.microsoft.com/account/authenticator
https://docs.microsoft.com/windows/security/identity-protection/hello-for-business/
https://docs.microsoft.com/azure/active-directory/governance/identity-governance-overview:~:text=Azure%20Active%20Directory%20(Azure%20AD)%20Identity%20Governance%20allows,critical%20assets%20--%20while%20ensuring%20employee%20and
https://docs.microsoft.com/azure/active-directory/authentication/howto-authentication-passwordless-security-key#:~:text=User%20registration%20and%20management%20of%20FIDO2%20security%20keys,method%20and%20choosing%20Security%20key.%20More%20items...%20
https://azure.microsoft.com/en-us/services/expressroute/
https://azure.microsoft.com/marketplace/
https://azure.microsoft.com/blog/security-and-compliance-in-azure-stack/
https://docs.microsoft.com/azure/active-directory/manage-apps/application-proxy
https://aka.ms/SecurityDocs
https://aka.ms/SecurityDocs
https://aka.ms/SecurityBestPractices
https://aka.ms/azuresecuritytop10
https://aka.ms/benchmarkdocs
https://aka.ms/CAFSecurity
https://aka.ms/WAFSecurity
https://docs.microsoft.com/azure/
https://docs.microsoft.com/microsoft-365/security/mtp/microsoft-secure-score
https://docs.microsoft.com/microsoft-365/compliance/compliance-score-calculation
https://docs.microsoft.com/mem/
https://docs.microsoft.com/mem/intune/
https://docs.microsoft.com/mem/configmgr/
https://aka.ms/spa
https://aka.ms/PAW
https://docs.microsoft.com/cloud-app-security/what-is-cloud-app-security
https://aka.ms/AzureSentinel
https://docs.microsoft.com/windows/security/threat-protection/windows-defender-atp/windows-defender-advanced-threat-protection
https://docs.microsoft.com/microsoft-365/security/office-365-security/office-365-atp
https://docs.microsoft.com/azure/security-center/azure-defender
https://go.microsoft.com/fwlink/p/?linkid=2134538
https://docs.microsoft.com/cloud-app-security/what-is-cloud-app-security
https://docs.microsoft.com/cloud-app-security/what-is-cloud-app-security
https://technet.microsoft.com/en-us/itpro/windows/keep-secure/windows-10-security-guide
https://www.microsoft.com/en-us/security/threat-protection
https://docs.microsoft.com/microsoft-365/security/mtp/microsoft-threat-protection
https://docs.microsoft.com/microsoft-365/security/mtp/microsoft-threat-protection


Azure

API Automation
& DevOps

Identity 
Management

Data 
Privacy

Data
Encryption

Data
Loss Prevention

Unified

Administration

System 
Health

Usage
analytics

CoE & 
Best Practices

Government
Hosting

Compliance
Standards

Activity
Logging

Control at scale

20B+ USD investment in 
security R&D and 3,500 
cyber security experts

Security

Hosted in Azure and globally 
available with 90+ 
compliance offerings 
including CIS Benchmark, 
CSA STAR Self-Assessment, 
SOC 1 Type 2.

Compliance

Enterprise scale governance 
capabilities native part of the 
platform

Governance



Microsoft Security 

Copilot

Briefing



Open AI
Microsoft

Security



Most 

advanced

general

models

Hyperscale

AI

infrastructure

Cyber-

trained

model

Evergreen

threat

intelligence

Cyber

skills +

promptbooks

Open AI
Microsoft

Security





Resilience success factors every 

organization should adopt

Calls to action for 

cyber resilience



More information

aka.ms/security Security Copilot blogg

aka.ms/securitycopilo

Watch the Secure event 

keynote

aka.ms/trustcenter

learn.microsoft.com

or

https://learn.microsoft.com/en-

us/power-platform/admin/security

https://aka.ms/security
https://blogs.microsoft.com/blog/2023/03/28/introducing-microsoft-security-copilot-empowering-defenders-at-the-speed-of-ai/
https://aka.ms/securitycopilo
https://secure.microsoft.com/
https://secure.microsoft.com/
https://aka.ms/trustcenter
https://learn.microsoft.com/
https://learn.microsoft.com/en-us/power-platform/admin/security
https://learn.microsoft.com/en-us/power-platform/admin/security


Tusen takk!

https://www.linkedin.com/in/dagnyrud/

https://www.linkedin.com/in/dagnyrud/
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