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Objectives

This session will provide an overview of the
Dynamics 365 F&O licensing model, demonstrate
how to use available tools to assess user license
requirements, and present recommended

practices to support governance, compliance, and
efficient license management.




License validation timeline

NEXE

Starting January 15, 2026, Microsoft will introduce a phased rollout of per-user license
validation, which will take effect on each customer’s contract renewal or anniversary date.
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Dynamics 365 licensing
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Dynamics 365 F&O Security architecture MEeXE
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Permissions for application elements

Ul elements Tables and fields Data entities
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Licensing and security

* Security implementation and licensing are tied together

 Contents of the security role determine the license level

* Security roles assigned to the user determine what
license(s) are required




License calculation changes

Privilege-based license calculation deprecated

Microservice outside of Dynamics 365 F&O

Securable objects part of the calculation
= Menu ltems (display, action, output)
= Data Entities
= Data Entity Methods
=  Service Operations

* Calculation logic to find the lowest license
for all objects assigned to a role/user

Objects and access level determine license requirements
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PPAC > Licensing > Finance and Operations
Reports required, assigned, and available licenses
Drill down option to check user role assignments

CSV export for detailed analysis and status reportin e.g.,
Excel

Requires either Tenant administrator, Power Platform
administrator, Dynamics 365 administrator, or
environment administrator.

View license consumption for finance and operations
apps (Preview) - Power Platform | Microsoft Learn




Power Platform Admin Center
T e e e 7 André Amaud de ..

User License Consumption

Home Licensing D _ _
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A%s ) Billing Plans Customers must acquire and assign appropriate subscription licenses for its users per Microsoft's product terms. Microsoft provides these reports to help customers monitor required licenses based on their users’

. configured access to Dynamics 365 finance and operations apps. User license reporting may vary based on user security role assignment and may be periodically enhanced to reflect Microsoft's current licensing
EI’ Capacity add-ons requirements. Learn more.
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Power Platform Admin Center
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D365 Finance - User NeXt
Security Governance

User, Role, Duty and privileges impact on license
License summary

License statistics




License Usage Summary

Finance and Operations Preview L Search for a page @

Feature management New Not enabled Scheduled [
Enable all ] [ Check for updates ]
0 Do not enable new features automatically 1 350 0
¥
New  Notenabled Scheduled All
[F User security governance @

Added 1/29/2025
System administration

— Name T Status Enable date Added L Feature state Module Type :
8= Learn more
User security governance license usage summary report @ 4/15/2025 4/14/2025 System administration Feature
. . . This was enabled on 1/29/2025
I User security governance (@) 1/29/2025 1/29/2025 System administration Feature

Description

User security governance is a set of advanced features which
provides useful tools to System administrators for role management,
licenses auditing, enhanced audit trails and versioning, supported
with some useful very useful reports around license usage,
separation of duties violations etc.

Comments




License Usage Summary — User License

Licenses usage summary (preview)

I User licenses
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APRIL APRIL {ESBF1EFA-FC93-4AAD-923F-BF...
BENJAMIN BENJAMIN {E13B574E-S8FBF-44EF-BDF4-1F...
Brad Brad Sutton {DEB594A8-96A5-4D62-BD8B-8...
CASSIE CASSIE {E2D436EF-C5CT7-48C0-9485-E6...
CASSIE CASSIE {E2D436EF-C5CT7-48C0-9485-E6...
CASSIE CASSIE {E2D436EF-C5CT7-48C0-9485-E6...
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~
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icense Usage Summary - User Role Licenses MN&XXk:

Standard view

Licenses usage summary (preview)

User licenses O userip Telemetry 1D Enabled
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ARNIE {914B0CCA-CCB4-4D42-8... true
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License type
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Write
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icense Usage Summary — Role License

Standard view

Licenses usage summary (preview)

User licenses

User Role Licenses

Role licenses

Duty licenses

Privilege licenses

O | Role name T | Role AOT name
| (0 Accountant LEDGERACCOUNTANT

Accountant LEDGERACCOUNTANT
Accountant LEDGERACCOUNTANT
Accountant LEDGERACCOUNTANT
Accountant LEDGERACCOUNTANT
Accountant LEDGERACCOUNTANT
Accountant LEDGERACCOUNTANT
Accountant LEDGERACCOUNTANT
Accountant LEDGERACCOUNTANT
Accountant LEDGERACCOUNTANT
Accountant LEDGERACCOUNTANT
Accountant LEDGERACCOUNTANT

O SecurableType AOT Name ACT child name

(0 Menu item display ABATEMENTCERTIFICATE ...
Menu item display ACCOUNTANT_BR
Menu item display ACCOUNTANTELECTRONI...
Menu item display ACCOUNTANTELECTRONI...
Menu item display ACCOUNTANTPOSTALAD...
Menu item display ACCOUNTANTPOSTALAD...

Menu item display
Menu item display
Menu item display
Menu item display
Menu item display
Menu item display
Menu item display
Menu item display
Menu item display

Menu item display

ACCOUNTINGDISTBANKS...
ACCOUNTINGDISTCUSTF...
ACCOUNTINGDISTCUSTL..
ACCOUNTINGDISTMARK...
ACCOUNTINGDISTMARK...
ACCOUNTINGDISTMARK...

ACCOUNTINGDISTPURCH...

ACCOUNTINGDISTRIBUTL..
ACCOUNTINGDISTRIBUTL..
ACCOUNTINGDISTRIBUTL..

Role description

Documents accounting ev...
Documents accounting ev...
Documents accounting ev...
Documents accounting ev...
Documents accounting ev...
Documents accounting ev...
Documents accounting ev...
Documents accounting ev...
Documents accounting ev...
Documents accounting ev...
Documents accounting ev...

Documents accounting ev...

AccessLevel Entitled

Write ~
Write
Write
Write
Write
Write
Write
Read
Read
Read
Read
Read
Read
Read
Read
Read

5KU Name

Commerce

EndOfList

Finance

Finance Premium

Human Resources

Human Resources Self Se...
None

Operations - Activity
Praject Operations

Supply Chain Management
Supply Chain Manageme...

Team Members

Mot entitled Mot required

-

-

-

-

-

-
-
-
-
-
-
-
-
-
-

Entitled Mot entitled Mot required

739
0
2249
2249
744
349
349
727
759
786
786
385

1510
2249

0

0
1505
1900
1900
1522
1480
1463
1463
1864
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2581
2581
2581
2581
2581
2581
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2581
2581
2581
2581
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icense Usage Summary - Duty License

Standard view

Licenses usage summary (preview)

User licenses
User Role Licenses
Role licenses
Duty licenses

Privilege licenses

O [puty name

T

Duty identifier

| (O Approve budget plans
Approve budget plans
Approve budget plans
Approve budget plans
Approve budget plans
Approve budget plans
Approve budget plans
Approve budget plans
Approve budget plans
Approve budget plans
Approve budget plans
Approve budget plans

O SecurableType

(O Menu item display
Menu item display
Menu item display
Menu item display
Menu item display
Menu item display
Menu item display
Menu item display
Menu item display
Menu item display
Menu item display
Menu item display
Menu item display
Menu item display
Menu item display

Menu item display

AOT Name

BUDGETPLANNINGWORK...
BUDGETPLANNINGWORK...
BUDGETPLANNINGWORK...
BUDGETPLANNINGWORK...
BUDGETPLANNINGWORK...
BUDGETPLANNINGWORK...
BUDGETPLANNINGWORK...
BUDGETPLANNINGWORK...
BUDGETPLANNINGWORK...
BUDGETPLANNINGWORK...
BUDGETPLANNINGWORK...
BUDGETTRACKINGWORK...
BUDGETTRACKINGWORK...
BUDGETTRACKINGWORK...
BUDGETTRACKINGWORK...
BUDGETTRACKINGWORK...

BUDGETPLANAPPROVE
BUDGETPLANAPPROVE
BUDGETPLANAPPROVE
BUDGETPLANAPPROVE
BUDGETPLANAPPROVE
BUDGETPLANAPPROVE
BUDGETPLANAPPROVE
BUDGETPLANAPPROVE
BUDGETPLANAPPROVE
BUDGETPLANAPPROVE
BUDGETPLANAPPROVE
BUDGETPLANAPPROVE

AOT child name

Duty description

Accesslevel
Write
Write
Write
‘Write
Write
Write
Write
Write
Write
Write
Write
Write
Write
Write
Write
Write

Entitled

o
-

-

5KU Name

Commerce

EndOfList

Finance

Finance Premium

Human Resources

Human Resources Self Se...
MNone

Operations - Activity
Praject Operations

Supply Chain Management
Supply Chain Manageme...

Team Members

Mot entitled Mot required

Entitied Mot entitled Mot required

10

S9¢



License Usage Summary - Privilege License

Standard view

Licenses usage summary (preview)

User licenses

User Role Licenses

Role licenses

Dty licenses

Privilege licenses

O Privilege name
|O AddBOM e
Add BOM line
Add BOM line
Add BOM line
Add BOM line
Add BOM line
Add BOM line

) Add BOM line
Add BOM line
Add BOM line
Add BOM line
Add BOM line

'D SecurableType
() Menu item action

ACT Mame
BOMLINEADD

T Privilege identifier
BEOMLINEADD
BEOMLINEADD
BEOMLINEADD
EOMLINEADD
EOMLINEADD
EOMLINEADD
BOMLINEADD
BEOMLINEADD
BOMLINEADD
BEOMLINEADD
BEOMLINEADD
BEOMLINEADD

AOT child name

Privilege description

Add line to a bill of mater...
Add line to a bill of mater...
Add line to a bill of mater...
Add line to a bill of mater...
Add line to a bill of mater...
Add line to a bill of mater...
Add line to a bill of mater...
Add line to a bill of mater...
Add line to a bill of mater...
Add line to a bill of mater...
Add line to a bill of mater...

Add line to a bill of mater...

AccessLevel Entitled

Write

S5KU Mame

Commerce

EndOfList

Finance

Finance Premium

Human Resources

Human Resources Self Se...
None

Operations - Activity
Project Operations

Supply Chain Management
Supply Chain Manageme...

Team Members

w

Mot entitled Mot required

Entitled Not entitled Mot required

0

[ R e R I o Y e R Y e B |

1
1
1

[ T e T - TR o T e R e R T e S e I e T
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Best practice

Check Security Role assignments and permissions against job
descriptions.
Check Security Role assignments and permissions against actual
application usage.
Consider infrequent usage needs to be removed and handled by
other departments or users.
Consider Read-Only access.
One option is to make sure all roles only require one license and
break up monolithic roles into several roles.

* Consider maintenance of roles and role assignments.
Use built-in service user roles for service accounts, exempt from
license validation.



Next Steps

Understand licensing requirements
Review the licensing model for clarity on how security roles, duties, and
privileges map to license types.

Review User Role and License Mapping

Use the Power Platform admin center or Dynamics Lifecycle Services reporting
to generate a high-level summary of active users and respective license
requirements.

Role to license optimization & optimizing processes

Use the License Usage Summary Report in Dynamics 365 finance and
operations to identify opportunities to optimize user role assignments by
removing unnecessary entitlements or permissions.

Align license assignments in Microsoft 365 Admin Center

Provision and assign the appropriate licenses to users in the Microsoft 365
Admin Center, ensuring they match the license types mapped in the reports. If
needed, make reservations or place supplemental orders for additional
licenses.
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