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Objectives

This session will provide an overview of the 
Dynamics 365 F&O licensing model, demonstrate 
how to use available tools to assess user license 
requirements, and present recommended 
practices to support governance, compliance, and 
efficient license management.



License validation timeline
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Dynamics 365 licensing
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Dynamics 365 F&O Security architecture

Authentication

Authorization

Database

Duties Privileges

Users

Security roles

Permissions for application elements

UI elements Tables and fields Data entities Service operations

Data security Data security policies Table permissions framework



Licensing and security

• Security implementation and licensing are tied together
• Contents of the security role determine the license level
• Security roles assigned to the user determine what 

license(s) are required



• Privilege-based license calculation deprecated

• Microservice outside of Dynamics 365 F&O

• Objects and access level determine license requirements

• Securable objects part of the calculation

▪ Menu Items (display, action, output)

▪ Data Entities

▪ Data Entity Methods

▪ Service Operations

• Calculation logic to find the lowest license
for all objects assigned to a role/user

License calculation changes



Power Platform Admin Center 
User License Report – V2
• PPAC > Licensing > Finance and Operations

• Reports required, assigned, and available licenses

• Drill down option to check user role assignments

• CSV export for detailed analysis and status report in e.g., 
Excel

• Requires either Tenant administrator, Power Platform 
administrator, Dynamics 365 administrator, or 
environment administrator.

• View license consumption for finance and operations 
apps (Preview) - Power Platform | Microsoft Learn



Power Platform Admin Center



Power Platform Admin Center



D365 Finance - User 
Security Governance
• User, Role, Duty and privileges impact on license

• License summary

• License statistics



License Usage Summary



License Usage Summary – User License



License Usage Summary – User Role Licenses



License Usage Summary – Role License



License Usage Summary – Duty License



License Usage Summary – Privilege License



Best practice

• Check Security Role assignments and permissions against job 
descriptions.

• Check Security Role assignments and permissions against actual 
application usage.

• Consider infrequent usage needs to be removed and handled by 
other departments or users.

• Consider Read-Only access.
• One option is to make sure all roles only require one license and 

break up monolithic roles into several roles.
• Consider maintenance of roles and role assignments.

• Use built-in service user roles for service accounts, exempt from 
license validation.



Next Steps
• Understand licensing requirements

Review the licensing model for clarity on how security roles, duties, and 
privileges map to license types.

• Review User Role and License Mapping 
Use the Power Platform admin center or Dynamics Lifecycle Services reporting 
to generate a high-level summary of active users and respective license 
requirements.

• Role to license optimization & optimizing processes
Use the License Usage Summary Report in Dynamics 365 finance and 
operations to identify opportunities to optimize user role assignments by 
removing unnecessary entitlements or permissions.

• Align license assignments in Microsoft 365 Admin Center 
Provision and assign the appropriate licenses to users in the Microsoft 365 
Admin Center, ensuring they match the license types mapped in the reports. If 
needed, make reservations or place supplemental orders for additional 
licenses.
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